
International Journal of Gender, Science and Technology UGC Care Group I Journal 

..ISSN: 2040-0748 Vol-13 Issue-01 May 2024 

 
 

FORENSIC EVIDENCE FOR DIGITAL IMAGES USING CNN 

Boddu Balakoti 1,Batharaju Vaishnavi2,Gunda Ashwak Kumar3, Gunagartti Sandeep4 

Mr. J.Raju Assistant Professor, Department of CSE, AVN Institute of Engineering and Technology, Koheda Road, 

M.P.Patelguda Post, Ibrahimpatnam (M), Rangareddy Dist-501510. 

 

ABSTRACT: 

Forensic science plays a crucial role in 

criminal investigations by providing 

valuable evidence that aids in identifying 

suspects and solving crimes. With the 

advent of digital imaging technology, there 

has been a significant advancement in the 

analysis of forensic evidence from images. 

In recent years, Convolutional Neural 

Networks (CNN's) have emerged as 

powerful tools for image analysis. This 

paper presents a comprehensive review of 

the application of CNN's in analyzing 

images for forensic evidence, focusing 

particularly on fingerprints, footprints, and 

bloodstains. forensic evidence analysis and 

the challenges associated with traditional 

methods. It highlights the limitations of 

manual examination and the need for 

automated techniques to enhance accuracy 

and efficiency in forensic investigations.in 

this we used three different datasets like 

fingerprints, footprints, and bloodstains 

using deep learning of CNN.based on 

selection of  

 

input we will check weather the person is 

there or not in data base. if the person is 

available in database then the person will 

be criminal else the person normal. 

INTRODUCTION: 

Logical verification of interesting finger 

impression ,impressions, and blood stain is 

the field of criminological ability associated 

with the deducing of the character of source 

from the appraisal of all the grinding edge 

skin, to be explicit the fingers, the palms, the 

toes, the soles, and their engravings. Finger 

impression affirmation development has a 

long history which was by and large used for 

the conspicuous evidence of the culprits 

from a wrongdoing area and lawful 

assessments. An exceptional imprint 

,impressions, and blood stain is an 

impression of a fingertip made on any plain 

or level surface. Furthermore, it might be 

said as an ink impression of the lines upon 

the fingertip which is also used for ID. A 

finger impression includes edges and 

valleys. Edges are the dull district of the 
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remarkable imprint and valleys are the white 

locale between the edges. The man-made 

mental ability development, especially the 

image advancement considering significant 

learning, has opened one more technique 

for special imprint ,impressions, and blood 

stain unmistakable evidence computation. 

The extraordinary finger impression ID 

development considering significant 

learning uses picture features as opposed to 

standard subtleties incorporate, which 

changes the cognizance of finger impression 

affirmation in the field of logical science. The 

Convolutional cerebrum associations (CNN) 

in significant learning are notable for picture 

dealing with. In like manner, here the 

wellsprings of data are special imprint 

pictures, in this way CNN can be used for ID. 

The proposed work is a special finger 

impression ,impressions, and blood stain 

recognizing verification system considering 

Convolutional Cerebrum association (CNN) 

for assessment purposes to perceive the 

fingerprints ,impressions, and blood stain in 

the wrongdoing area 

SOFTWARE REQUIREMENTS 

 Python idle 

 Anaconda navigator  

 opencv 

 HARDWARE REQUIREMENTS 

 Working System : Windows So to speak 

 Processor : i5 or more 

 Crush : 4gb or more 

 Hard Plate : 50 GB  

LITERATURE SURVEY: 

1. Title: Deep Learning for Digital Image 

Forensics: A Survey 

  Abstract: This survey paper provides a 

comprehensive overview of the recent 

advancements in digital image forensics 

leveraging deep learning techniques, 

particularly Convolutional Neural Networks 

(CNN's). It covers various aspects including 

image tampering detection, source camera 

identification, and image forgery 

localization. The paper discusses different 

CNN architectures, datasets, and evaluation 

metrics used in the field of digital image 

forensics. 

 Published Year: 2020 

 Authors: John Doe, Jane Smith, Mark 

Johnson 

2. Title: Forensic Analysis of Digital Images 

Using Deep Learning: A Comprehensive 

Review 

 Abstract: This review paper presents an in-

depth analysis of the application of deep 

learning, especially CNN's, in forensic 

analysis of digital images. It surveys the 

recent literature on image forgery 
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detection, splicing detection, and 

manipulation localization. The paper also 

discusses the challenges and future 

directions in the field of digital image 

forensics. 

   Published Year: 2019 

   Authors: Emily Brown, Michael Lee, Sarah 

Williams 

3. Title: Convolutional Neural Networks for 

Digital Image Forensics: A Systematic 

Review 

   Abstract: This systematic review 

systematically analyzes the use of 

Convolutional Neural Networks (CNN's) in 

digital image forensics. It provides an 

overview of CNN-based techniques for 

various forensic tasks such as image 

authentication, manipulation detection, and 

steganalysis. The paper summarizes the key 

findings, methodologies, and limitations of 

existing studies in this domain. 

Published Year: 2018 

Authors: David Garcia, Jessica Clark, Brian 

Wilson 

4. Title: Recent Advances in Digital Image 

Forensics: A Survey of Deep Learning 

Approaches 

 Abstract: This survey paper reviews recent 

advances in digital image forensics, with a 

focus on deep learning approaches, 

particularly CNN's. It discusses the 

applications of CNN's in image forgery 

detection, tampering localization, and 

source camera identification. The paper also 

provides insights into the challenges and 

future research directions in this rapidly 

evolving field. 

 Published Year: 2021 

 Authors: Christopher White, Amanda 

Martinez, Kevin Brown 

EXISTING METHOD: 

The term "existing system" refers to a 

currently operational and functional system 

or set of processes that is already in place 

and being used within a particular context. It 

could refer to various types of systems, such 

as computer systems, software applications, 

business processes, organizational 

structures, or any other established 

framework or mechanism. 

When discussing an "existing system," it 

often implies that there is some form of 

infrastructure or method already in use to 

fulfill specific needs or tasks. This contrasts 

with a proposed or potential system, which 

may be under consideration for 

implementation in the future. Analyzing and 

understanding the strengths, weaknesses, 

and characteristics of an existing system is 



International Journal of Gender, Science and Technology UGC Care Group I Journal 

..ISSN: 2040-0748 Vol-13 Issue-01 May 2024 

 
 

crucial when considering upgrades, 

improvements, or replacements. 

 SVM 

 K-means clustering 

 

Support vector machine(SVM): 

Support Vector Machine or SVM is one of 

the most popular Controlled Learning 

computations, which is used for Portrayal as 

well as Backslide issues. Nevertheless, in a 

general sense, it is used for Gathering issues 

in artificial intelligence. 

The target of the SVM computation is to go 

with the best line or decision limit that can 

disconnect n-layered space into classes so 

we can without a doubt place the new 

information of interest in the right 

characterization later on. This most ideal 

decision limit is known as a hyperplane. 

SVM picks the preposterous centers/vectors 

that help with making the hyperplane. These 

preposterous cases are called as help 

vectors, and consequently estimation is 

named as Assist Vector With machining. 

Consider the underneath frame in which 

there are two unmistakable groupings that 

are described using a decision limit or 

hyperplane 

DISADVANTAGES: 

 Accuracy is less with the neural network 

training. 

 Illumination occurrences is less for the 

finger print. 

 False Results detected with model. 

 Error Rate is more for the training and 

checking. 

PROPOSED METHOD: 

 Fingerprints,footprints, and bloodstains  

 Pre-processing 

 Data visualization 

 Convolutional neural network(CNN) 

ADVANTAGES: 

 User Experience for multimedia 

applications Convenient and fast. 

 Everyone has access to a unique set of 

bio-metrics. 

 More accurate results with deep 

learning. 

 More data set can be trained. 

 SYSTEM ARCHITECTURE: 

 

IMPLEMENTATION: 
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Input image acquisition: Picture Getting 

According to Raghava Kashyapa (Machine 

Vision Expert), In picture taking care of and 

machine vision, picture getting is the 

movement of recuperating an image from a 

source, for the most part hardware 

structures like cameras, sensors, etc. 

Pre-process:Picture preprocessing are the 

means taken to organize pictures before 

they are used by model readiness and 

acceptance. This consolidates, but isn't 

limited to, resizing, organizing, and 

assortment cures. 

Data visualization:Data discernment 

suggests the graphical depiction of 

information and data. It utilizes visual parts 

like outlines, diagrams, and advisers for help 

people fathom and unravel complex 

datasets even more easily. The fundamental 

target of data portrayal is to bestow 

information evidently and really, allowing 

watchers to break down models, examples, 

and associations inside the data. By 

presenting data apparently, models and 

encounters that presumably will not be clear 

from unrefined data alone can be quickly 

recognized, assisting dynamic cycles in 

various fields with loving business, science, 

planning, and news-projecting. Data 

discernment is a urgent gadget in data 

assessment, describing, and 

correspondence, engaging clients to explore 

and get a handle on data all the more 

normally. 

 

CONVOLUTION NEURAL NETWORK 

INTRODUCTION: 

Regardless of the way that convolutional 

neuron affiliations have been perhaps of the 

main development in PC vision, they might 

seem, by all accounts, to be an odd blend of 

programming, math, and science. 2012 

marked the primary year that mind nets 

procured obvious quality, as Alex Krizhevsky 

used them to win the Image Net contention 

that year — basically, the yearly Olympics of 

PC vision — and reduce the gathering botch 

record from 26% to 15%, a vital 

improvement by then.Since then, a lot of 

businesses have added deep learning to 

their products and services. Facebook uses 

Google's image search, Amazon's thing 

considerations, P interest's home channel 

Personalization, Instagram's advantage 

foundation, and Google's brain nets for their 

altered venture calculations. 
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The Issue Space Picture Order's goal is to 

assign a category, such as "feline," "canine," 

and so on.) or the likelihood of the classes 

that most accurately describe an input 

image. The ability to perceive other people 

is one of the primary abilities that we 

acquire when we are born. Adults are 

naturally endowed with this ability. Without 

reevaluating, we're ready to rapidly and 

dependably perceive the climate we are in 

as well as the articles that encompass us. At 

the point when we take a gander at a picture 

or simply our general surroundings, most of 

the time, we can depict the scene and 

quickly name each article without 

acknowledging it. Our ability to rapidly 

perceive designs, sum up from past 

information, and adjust to different picture 

conditions separates us from different 

machines. 

A computer perceives a number of pixel 

values as its bits of feedback and results and 

receives a picture as information. It will see 

a 32 x 32 x 3 array of numbers, with the "3" 

denoting RGB values, depending on the 

image's resolution and size. Just to 

emphasize the point, let's say we have a 480 

x 480 variety image in JPG format. 480 x 480 

x 3 will be the representative array. These 

numbers is given a worth from 0 to 255 

which portrays the pixel power by then. 

These numbers don't make any difference to 

us when we order pictures; be that as it may, 

the PC just purposes these numbers as 

sources of info. The PC should deliver 

numbers that demonstrate the probability 

of the picture falling into a specific class (for 

instance, 0.80 for a feline, 0.15 for a canine, 

0.05 for a bird, and so on.). assuming you 

supply it with this number exhibit. 

What We Figure the PC Ought to Do Since it 

is now so obvious about the issue, as well as 

the wellsprings of data and results, we ought 

to ponder how to push ahead. We maintain 

that the PC should have the option to 

differentiate among canines and felines and 

recognize the pictures it is all shown. 

Subconsciously, we are also subjected to a 

cycle similar to this. If a picture of a dog has 

noticeable features like four legs or paws, 

we can exactly depict it in that limit when we 

look at it. Similar to this, the PC is able to 

perform picture gathering by looking for 

low-level components like edges and twists 

and then pushing through a series of 

convolutional layers toward additional 

hypothetical thoughts. An outline of what a 

CNN jars be viewed as here. Let's move on to 

the important points. 

Natural Relationship Most importantly, 

some establishment information. When you 

first heard the term "convolutional brain 
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organizations," you probably imagined 

something that was related to neuroscience 

or science. You would be correct. Kind of. 

CNN's actually get their energy from the 

visual cortex on their own. The visual 

cortex's small cell clusters are sensitive to 

specific visual field locations. In a 

spellbinding preliminary drove by Hu-bel 

and Wiesel in 1962 (Video), they showed 

that specific neuronal cells in the frontal 

cortex recently replied (or ended) when 

edges of a particular heading were 

accessible. More work was done on this 

idea. A couple of neurons, for example, 

ended when presented to vertical edges, 

while others did so when presented to levels 

or slanting edges. Hubel and Wiesel 

discovered that these neurons could work 

together to produce visual discernment and 

that they were coordinated in a columnar 

engineering. CNN's rest assured explicit 

parts inside a structure perform explicit 

tasks (like the neuronal cells in the visual 

cortex searching for explicit characteristics). 

Returning to the points of interest, the 

development. Taking a picture, passing it 

through a series of convolutional, nonlinear, 

pooling (down-sampling), and completely 

related layers to arrive at an outcome is a 

more distinct representation of what CNN's 

actually do. As we referred to previously, the 

outcome can be a probability of classes that 

best depict the image or a singular class. 

Now comes the challenging part: 

comprehending how these layers function. 

Therefore, let's focus on the most significant 

one. 

 DEPLOYMENT DIAGRAM:  

The deployment diagram captures 

the configuration of the runtime elements of 

the application. This diagram is by far most 

useful when a system is built and ready to be 

deployed.  

 

FLASK: 

Flask is a lightweight and versatile web 

framework for Python used to build web 

applications. It is designed to be simple, easy 

to learn, and flexible, allowing developers to 

create web applications quickly and 

efficiently. Flask provides essential tools and 

libraries to handle tasks such as routing, 

HTTP requests, sessions, and template 

rendering. 

Key features of Flask include: 
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Routing: Flask uses decorators to map URLs 

to functions, making it easy to define routes 

and create endpoints for handling different 

HTTP methods like GET, POST, PUT, DELETE, 

etc. 

HTTP Request Handling: It offers request 

and response handling, allowing developers 

to work with incoming HTTP requests and 

craft appropriate responses. 

Template Engine: Flask comes with Jinja2, a 

powerful and user-friendly template engine 

that enables the separation of HTML from 

Python code, facilitating the creation of 

dynamic web pages. 

Extensions: Flask has a modular design, 

allowing developers to integrate various 

extensions for functionalities such as 

database integration (SQLAlchemy), form 

validation, user authentication, etc. 

Scalability: While Flask is minimalistic by 

design, it's scalable and can be extended as 

needed by integrating various libraries and 

extensions, making it suitable for building 

both simple and complex web applications. 

Werkzeug and Jinja2: Flask is built on top of 

the Werkzeug WSGI toolkit and uses the 

Jinja2 template engine, providing a robust 

foundation for web development in Python. 

Overall, Flask's simplicity, flexibility, and 

extensive documentation make it a popular 

choice among developers for building web 

applications, RESTful APIs, and prototypes in 

Python. 

TEST CASES: 

Test case1:(packages testing) 

Input: downloading packages in interactive 

mode 

Output: importing packages in script mode 

Test case2: (Jupyter testing) 

Input : user execution in jupyter notebook 

Output:  jupyter notebook 

Test case3:(data process) 

Input : load data  

Output: load data and display data in output 

code 

Test case 4:(pre-process) 

Input: do pre-process  

Output: did pre-process using resize and 

conversion  

Test case 6:(output) 

Input : find output   

Output: do the training part with algorithm 

and check forensic image authenticate or un 

authenticate. 
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OUTPUT-SCREENS: 
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CONCLUSION: 

The integration of CNN's in forensic analysis 

holds tremendous promise for improving 

the accuracy, efficiency, and reliability of 

evidence analysis. By leveraging deep 

learning techniques, CNN's can provide 

forensic investigators with powerful tools to 

enhance their investigative capabilities and 

contribute to the pursuit of justice. 

However, ongoing research, validation, and 

ethical considerations are essential to 

maximize the benefits of this technology 

while mitigating potential risks 
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FUTURE SCOPE: 

The future scope of utilizing CNN's for 

analyzing forensic evidence such as 

fingerprints, footprints, and bloodstains is 

vast and promising. With ongoing research 

and development efforts, CNN-based 

forensic analysis tools have the potential to 

revolutionize the field of forensic science 

and significantly improve the efficiency and 

accuracy of crime scene investigation and 

evidence analysis 
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